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Abstract of the contribution: This paper proposes a key issue for FS_5MBS to study options for MBS access control.
1
Introduction

This paper proposes a key issue for FS_5MBS to study options for MBS access control.
2
Proposal

The following text is proposed to TR 23.757:

* * * * First change * * * *
5.X
Key Issue #X: Access Control

5.X.1
Description

Whether for fully managed or transparent transport-only MBS, a PLMN operator needs to apply access control. Depending on the types of services different access control methods are needed.

5.X.1.1
Transmission Access Control

For fully managed MBS, it is expected that the data sources are inside the PLMN or under full control of the PLMN operator. No transmission access control is needed (or it is outside the scope of this document).

For transparent transport-only MBS, the data sources must pre-register with PLMN for approval of transmitting MBS data into the PLMN, so that the PLMN operator can control the amount of relevant state and data.
5.X.1.2
Receiver Access Control
For broadcast mode services, no receiver access control is needed.

For multicast mode services, UEs may need to send multicast join requests to receive data. The join request may be blindly granted (similar to broadcast but data is not delivered unless requested) or may be subject to authorization.

If authorization is needed, for fully managed services, the authorization for join request is done inside the PLMN. Currently, for multicast IPTV [23.316], the authorization is handled by UPFs based on N4 PDR/FAR rules applied to IGMP/MLD messages from UEs. IPTV can be viewed as a fully managed MBS so it may make sense for other types of fully managed MBS to use the same method, if IGMP/MLD or PIM join messages are used for UEs to request MBS data.

For transparent transport-only MBS, if access authorization is needed it may be better for the external application to apply authorization completely on its own, because the external application may have its own, non-IGMP/MLD/PIM-based signalling for UEs to request MBS data, and/or the external application may also require more sophisticated methods that rely on more information that the PLMN may easily provide or implement. On the other hand, the external application can always easily tell PLMN if a particular UE should receive certain MBS data. It could even dynamic switch MBS data delivery between unicast or multicast – all it needs to do is tell PLMN whether the PLMN should start/stop sending multicast traffic to a particular UE, and PLMN could treat that as if IGMP/MLD/PIM join requests have been received (or withdrawn).

The same method could also be used for fully managed MBS - do not rely on filtering IGMP/MLD/PIM joins requests based on N4 PDR/FAR rules, but simply rely on a service/application controller to indicate if a UE should receive certain traffic, and that decision is based on information that the controller gathers out of band.
* * * * End of changes * * * *
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